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DATA ANALYTICS DAILY EFFECTS – SOON?
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e.g., Kegelmeyer, Shead, Crussell, Rodhouse, Robinson, Johnson, Zage, Davis, Wendt, Doak, 
Cayton, Colbaugh, Glass, Jones, and Shelburg, 2015.
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e.g., Athalye, Engstrom, Ilyas, and Kwok, 2018.
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Figure 1: An image recovered using a new model in-
version attack (left) and a training set image of the
victim (right). The attacker is given only the per-
son’s name and access to a facial recognition system
that returns a class confidence score.

Consider a model defining a function f that takes input a
feature vector x1, . . . ,xd for some feature dimension d and
outputs a prediction y = f(x1, . . . ,xd). In the model in-
version attack of Fredrikson et al. [13], an adversarial client
uses black-box access to f to infer a sensitive feature, say
x1, given some knowledge about the other features and the
dependent value y, error statistics regarding the model, and
marginal priors for individual variables. Their algorithm is
a maximum a posteriori (MAP) estimator that picks the
value for x1 which maximizes the probability of having ob-
served the known values (under some seemingly reasonable
independence assumptions). To do so, however, requires
computing f(x1, . . . ,xd) for every possible value of x1 (and
any other unknown features). This limits its applicability
to settings where x1 takes on only a limited set of possible
values.

Our first contribution is evaluating their MAP estima-
tor in a new context. We perform a case study showing
that it provides only limited e↵ectiveness in estimating sen-
sitive features (marital infidelity and pornographic viewing
habits) in decision-tree models currently hosted on BigML’s
model gallery [4]. In particular the false positive rate is too
high: our experiments show that the Fredrikson et al. algo-
rithm would incorrectly conclude, for example, that a per-
son (known to be in the training set) watched pornographic
videos in the past year almost 60% of the time. This might
suggest that inversion is not a significant risk, but in fact we
show new attacks that can significantly improve inversion
e�cacy.

White-box decision tree attacks. Investigating the ac-
tual data available via the BigML service APIs, one sees that
model descriptions include more information than leveraged
in the black-box attack. In particular, they provide the
count of instances from the training set that match each
path in the decision tree. Dividing by the total number of
instances gives a confidence in the classification. While a
priori this additional information may seem innocuous, we
show that it can in fact be exploited.

We give a new MAP estimator that uses the confidence
information in the white-box setting to infer sensitive in-
formation with no false positives when tested against two
di↵erent BigML decision tree models. This high precision
holds for target subjects who are known to be in the training
data, while the estimator’s precision is significantly worse
for those not in the training data set. This demonstrates
that publishing these models poses a privacy risk for those
contributing to the training data.

Our new estimator, as well as the Fredrikson et al. one,
query or run predictions a number of times that is linear
in the number of possible values of the target sensitive fea-
ture(s). Thus they do not extend to settings where features
have exponentially large domains, or when we want to invert
a large number of features from small domains.

Extracting faces from neural networks. An example
of a tricky setting with large-dimension, large-domain data
is facial recognition: features are vectors of floating-point
pixel data. In theory, a solution to this large-domain in-
version problem might enable, for example, an attacker to
use a facial recognition API to recover an image of a person
given just their name (the class label). Of course this would
seem impossible in the black-box setting if the API returns
answers to queries that are just a class label. Inspecting fa-
cial recognition APIs, it turns out that it is common to give
floating-point confidence measures along with the class label
(person’s name). This enables us to craft attacks that cast
the inversion task as an optimization problem: find the input

that maximizes the returned confidence, subject to the clas-

sification also matching the target. We give an algorithm for
solving this problem that uses gradient descent along with
modifications specific to this domain. It is e�cient, despite
the exponentially large search space: reconstruction com-
pletes in as few as 1.4 seconds in many cases, and in 10–20
minutes for more complex models in the white-box setting.

We apply this attack to a number of typical neural network-
style facial recognition algorithms, including a softmax clas-
sifier, a multilayer perceptron, and a stacked denoising auto-
encoder. As can be seen in Figure 1, the recovered image
is not perfect. To quantify e�cacy, we perform experiments
using Amazon’s Mechanical Turk to see if humans can use
the recovered image to correctly pick the target person out of
a line up. Skilled humans (defined in Section 5) can correctly
do so for the softmax classifier with close to 95% accuracy
(average performance across all workers is above 80%). The
results are worse for the other two algorithms, but still beat
random guessing by a large amount. We also investigate re-
lated attacks in the facial recognition setting, such as using
model inversion to help identify a person given a blurred-out
picture of their face.

Countermeasures. We provide a preliminary exploration
of countermeasures. We show empirically that simple mech-
anisms including taking sensitive features into account while
using training decision trees and rounding reported confi-
dence values can drastically reduce the e↵ectiveness of our
attacks. We have not yet evaluated whether MI attacks
might be adapted to these countermeasures, and this sug-
gests the need for future research on MI-resistant ML.

Summary. We explore privacy issues in ML APIs, showing
that confidence information can be exploited by adversar-
ial clients in order to mount model inversion attacks. We
provide new model inversion algorithms that can be used
to infer sensitive features from decision trees hosted on ML
services, or to extract images of training subjects from facial
recognition models. We evaluate these attacks on real data,
and show that models trained over datasets involving survey
respondents pose significant risks to feature confidentiality,
and that recognizable images of people’s faces can be ex-
tracted from facial recognition models. We evaluate prelim-
inary countermeasures that mitigate the attacks we develop,
and might help prevent future attacks.

1323

e.g., Fredrikson, Jha, and Ristenpart, 2015, or Shorki, Stronati, Song, Shmatikov, 2017.
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e.g., Isola, Zhu, Zhou, and Efros, 2016 or Kim, Garrido, Tewari, Xu, Thies, NieSSner, Perez, Richardt, 
Zollhofer, Theobalt, 2018



WHO ARE ADVERSARIES?
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• It gets complicated really quickly



ADVERSARY’S ABILITIES
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• In all analyses that follow, we provided the adversary significant abilities:

• Full awareness of our chosen technique and implementation

• Full understanding of the data to be analyzed

• Some ability to alter the data or labels to affect our analytics



SUPERVISED LEARNING
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What happens if you tell the 
system this is a ‘1’ or ‘8’ ?



MEASURING SUPERVISED LEARNING
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• Accuracy = Num Correct / Num Possible

• Requires knowing correct labels

• However, the defender no longer has correct labels!

• Defender can only measure his accuracy against the altered labels



SUBVERT CONFIDENCE
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SUBVERT WITHOUT DETECTION
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ATTACKING COMMUNITY DETECTION
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Original Tampered

Kegelmeyer, Wendt, and Pinar, 2018



COMMUNITY TEMPERATURE
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Original

Tampered

A,Temp: 0.500

C, Temp: -0.250

B, Temp: -0.714

D, Temp: 0.429

E, Temp: -0.500

C, Temp: -0.250

Original

Tampered

A,Temp: 0.500

C, Temp: -0.250

B, Temp: -0.714

D, Temp: 0.429

E, Temp: -0.500

C, Temp: -0.250

Hot (red) = 1; Cold (blue) = -1; Unknown = 0
Community temp is average of nodes’ temps
Higher temperature is more suspicious



ATTACK HEURISTICS
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• Attacker wants to be in cold community

• He can add edges between his node and others – which to add?

• Random – Add random edges; used as a baseline

• Stratified Random – Random to cold, then unknown, last hot

• Cold and Lonely – Stratified random, but lower degree first w/in temperature bands

• Stable Structure – Exploit graph structure; next slide

• Greedy Pessimal – Exhaustively compute worst case; computationally infeasible in 
general, approximately worst case



STABLE STRUCTURE
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CREATING ATTACK PLOTS
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ATTACK EFFECTIVENESS

20

Mean Node
Temperature

Cold Unknown Hot

Stratified Random
Cold And Lonely
Stable Structure
Greedy Pessimal

A
dv

er
sa

ry
 T

em
pe

ra
tu

re

−0.9

−0.8

−0.7

−0.6

−0.5

−0.4

−0.3

Attack Budget
0 50 100 150 200



DATA ANALYTICS NEED DEFENSES
• Computer Networks in 1990s à Data Analytics in 2019
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DYNAMITE
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Alfred Nobel



COMPETITION IS UBIQUITOUS
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